
CALIFORNIA PRIVACY RIGHTS  

CALIFORNIA CONSUMER PRIVACY ACT STATEMENT 

o California Information Sharing Disclosure. California law indicates that organizations should disclose whether certain categories of 
information are collected, “sold” or transferred for an organization’s “business purpose” (as those terms are defined under California 
law). You can find a list of the categories of information that we collect and share in this this California Privacy Policy. Please note that 
because this list is comprehensive it may refer to types of information that we share about people other than yourself. If you would like 
more information concerning the categories of personal information (if any) we share with third parties or affiliates for those parties to 
use for direct marketing, please submit a written request to us using the information in the "Contact Information" section below. Certain 
terms used in this Policy have the meanings given to them in the California Consumer Privacy Act “CCPA”.  

We may share your Personal Information with a third party for a business purpose. Third parties to which we may share your Personal 
Information includes the following categories of third parties:  

o Our affiliates, including companies within the Phantom Fireworks group;  
o Our Service Providers, such as payment processing (for example, credit card information to banking institutions to effectuate 

your purchase), data storage, and other service providers that we use to deliver our products and/or services to you. 
o Third parties we use to help us run our business, such as marketing agencies or website hosts.  
o Third parties approved by your or to whom you or your agents authorize us to share your Personal Information with in 

connection with goods or services. 

o Personal Information. We collect and may use for a business purpose personal information, which is information that identifies, relates 
to, describes, is capable of being associated with, or could reasonably be linked, directly or indirectly, with you (“Personal Information”):  
 

Category Examples Collected 

A. Identifiers. A real name, alias, postal address, unique personal identifier, 
online identifier, Internet Protocol address, email address, 
account name, driver’s license number, or other similar 
identifiers. 

YES – this 
information is 
collected during 
registration. IP 
addresses are 
collected when 
customers visit our 
website. 

B. Personal information categories 
listed in the California Customer 
Records statute (Cal. Civ. Code § 
1798.80(e)). 

A name, signature, physical characteristics or description, 
address, telephone number, driver’s license or state identification 
card number, education, employment, employment history. Some 
personal information included in this category may overlap with 
other categories. 

YES – See above. 

C. Protected classification 
characteristics under California or 
federal law. 

Age, race, color, ancestry, national origin, citizenship, religion or 
creed, marital status, medical condition, physical or mental 
disability, sex (including gender, gender identity, gender 
expression, pregnancy or childbirth and related medical 
conditions), sexual orientation, veteran or military status, genetic 
information (including familial genetic information). 

YES – veteran 
status for discounts 

D. Commercial information. Records of personal property, products or services purchased, 
obtained, or considered, or other purchasing or consuming 
histories or tendencies. 

YES – transaction 
history with 
Phantom Fireworks 

E. Biometric information. Genetic, physiological, behavioral, and biological characteristics, 
or activity patterns used to extract a template or other identifier or 
identifying information, such as, fingerprints, faceprints, and 

YES – recordings of 
customer service 
calls 



voiceprints, iris or retina scans, keystroke, gait, or other physical 
patterns, and sleep, health, or exercise data. 

F. Internet or other similar network 
activity. 

Browsing history, search history, information on a consumer’s 
interaction with a website, application, or advertisement. 

YES – forms 
completed online; 
electronic 
communications 

G. Geolocation data. Physical location or movements. YES – general 
location information 
may be derived 
from IP addresses 
and mobile device 
data 

H. Sensory data. Audio, electronic, visual, or similar information. NO 

I. Professional or employment-related 
information. 

Current or past job history. NO 

J. Non-public education information 
(per the Family Educational Rights and 
Privacy Act (20 U.S.C. Section 1232g, 
34 C.F.R. Part 99)). 

Education records directly related to a student maintained by an 
educational institution or party acting on its behalf, such as 
grades, transcripts, class lists, student schedules, student 
identification codes, student financial information, or student 
disciplinary records. 

NO 

K. Inferences drawn from other 
personal information. 

Profile reflecting a person’s preferences, characteristics, 
psychological trends, predispositions, behavior, attitudes, 
intelligence, abilities, and aptitudes. 

NO 

 
o Exclusions. Personal Information does not include information that is publicly available from government records; de-identified or 

aggregated consumer information; and information that is excluded from the CCPA’s scope, such as health or medical information 
covered by the Health Insurance Portability and Accountability Act of 1996 and the California Confidentiality of Medical Information 
Act; or personal information covered by certain sector-specific privacy laws, including the Fair Credit Reporting Act, the Gramm-Leach-
Bailey Act, the California Financial Information Privacy Act, and the Driver’s Privacy Protection Act of 1994. 
 

o Source of Personal Information. Directly from you, from cookies on our website, and from thid parties with your consent (e.g., your 
bank).  
 

o Use of Personal Information. We may use the categories of Personal Information set forth above for one or more the following business 
purposes:  

a) To identify you when you visit our websites or our stores; 
b) To fulfill and manage your purchases, payments and returns or exchanges; 
c) To deliver your purchases;  
d) Process payment;  
e) Create and maintain your account with us;  
f) To advertise or market our goods and services to you;  
g) To carry out our obligations, and to enforce our rights if necessary, arising from any contract(s) entered into between you and 

us; 
h) Prevent fraudulent purchases of our goods and/or services;  
i) Maintain a record of our dealings with you;  
j) Understand and analyze usage and purchase trends and preferences; 
k) For internal administrative purposes;  
l) To detect security incidents, and protect against malicious, deceptive, fraudulent, or illegal activity;  
m) Process employment applications;  
n) Defend our rights and the rights of others;  
o) Investigate alleged incidents; and 
p) Comply with applicable law. 

 



o Rights with Respect to Personal Information. If you are a resident of California, you may have additional rights under applicable data 
protection laws, with respect to your personal information including: 
 
• Disclosure of Personal Information We Collect About You. You have the right to know:  

o The categories of personal information we have collected about you;  
o The categories of sources from which the personal information is collected;  
o Our business or commercial purpose for collecting or selling personal information; 
o The categories of third parties with whom we share personal information, if any; and  
o The specific pieces of personal information we have collected about you.  
 
Please note that we are not required to:  
o Retain any personal information about you that was collected for a single on-time transaction if, in the ordinary course of 

business, that information about you is not retained;  
o Reidentify or otherwise link any data that, in the ordinary course of business, is not maintained in a manner that would be 

considered personal information; or 
o Provide the personal information to you more than twice in a 12-month period.  

 
• Disclosure of Personal Information Sold or Used for A Business Purpose. In connection with any personal information we may 

sell or disclose to a third party for a business purpose, you have the right to know:  
o The categories of personal information about you that we sold and the categories of third parties to whom the personal 

information was sold; and 
o The categories of personal information that we disclosed about you for a business purpose.  

 
• Request Access. If required by law, upon request, we will grant reasonable access to the personal information that we hold about 

you, including in some cases the right to data portability. 
 

• Request Deletion. In certain circumstances, you may request that we delete your personal information. If required by law, we will 
delete your personal information after such a request is made. We may also decide to delete your data if we believe that the data is 
incomplete, inaccurate, or that our continued use and storage are contrary to our obligations to other individuals or third parties. 
When we delete personal information it will be removed from our active database, but it may remain in archives where it is not 
practical or possible to delete it. You should note that there are some situations in which we may decline to delete your personal 
information. For example, we may keep your personal information as needed to comply with our legal obligations, where permitted 
by law, to resolve disputes, and/or to enforce any of our agreements.  

 
• Exercising your Rights to Access and Deletion: You can exercise these rights by emailing us as privacy@fireworks.com or 

contacting us at 330-746-1064 between 8:30 am and 5:00 pm EST, Monday through Friday. Requests must include sufficient 
information that allows us to reasonably verify your identity, that you are the person from whom we collected Personal Information 
or are an authorized representative thereof, and a description of your request is detail that enables us to understand, evaluate and 
respond to your request. You may be asked to provide photo ID to confirm your identity. We are not obligated to make a data access 
or data portability disclosure if we cannot verify that the personal making the request is the person about whom we collected 
information, or is someone authorized to act on such person’s behalf.  

 
• We do not discriminate against California residents who exercise any of their rights described in this Privacy Policy. 

 
o Annual Data Requests. The following chart contains statistics about consumer data requests received in 2021. This chart will be 

updated annually. 

  
Total 
received 
requests 

Complied with in 
whole or in part 

Denied (e.g., unable to verify the 
identity of the requestor) 

Mean (average) 
days to respond 

Access 
Requests 

0 0 0 n/a 

Deletion 
Requests 

0 0 0 n/a 

Opt-out of 
Sale Requests 

N/A (we do not “sell” your personal information)  



CHANGES AND UPDATES TO THIS POLICY 

This Policy and our practices may change from time to time. To the extent that material changes are implemented, the Policy that was 
in place at the time that you submitted your personal information to us will generally govern that information.  

CONTACT INFORMATION 

Questions and comments concerning this privacy policy can be communicated as set forth below:  

• Email: Privacy@fireworks.com 
• Phantom Fireworks 

c/o Legal Dept. – Privacy   
2445 Belmont Ave.  
Youngstown, Ohio 44505-2405 

Notice of Financial Incentive under California Law. We offer our customers rewards programs that provide certain benefits, such as 
rewards, promotions, and exclusive offers (the “Premier Membership Program”). When you qualify for a Premier Membership, we will 
ask you to provide your name and email address. Because the Premier Membership involves the collection of personal information, it 
might be interpreted as a “financial incentive” program under California law. The value of your personal information to us is related to 
the value of the free or discounted products or services that you obtain in connection with the Premier Membership and it is based on 
the expense related to offering those free or discounted products or services. You may withdraw from participating in a Premier 
Membership by contacting privacy@fireworks.com.  
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